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Section A: Introduction




Supporting e-safety in PSHE and citizenship education

‘We need to empower young people with the skills, knowledge and confidence that they
need to embrace new technology to make the decisions that will protect themselves and
their family.’ (Byron Review 2008")

lllegal contact with children online is being addressed by the work of the Child Exploitation
and Online Protection Centre (CEOP). The Byron Review looked at the grey areas of the
risks to children online from a huge range of potentially harmful or inappropriate (but legal)
content, contact with others and their own conduct.

Commissioned in response to national concerns, the Review makes explicit the duty on
schools to do far more than establish technical safeguards (such as filtering and firewalls)
and the monitoring of student engagement with technology, (although these must form an
important part of a school approach). However, the fast changing and global nature of
new technology makes it difficult to control and the most effective way of keeping students
safe is to equip them with the appropriate skills to protect themselves and manage risks,
and to develop school communities with a shared approach and level of commitment.

Schools can go a long way to help young people and adults to become empowered in this
area. Adult skills (both those of school staff and of parents/carers) need to be enhanced
and continuously updated so that they can support young people in this ever-emerging
area. It is crucial that e-safety does not become a neglected part of the curriculum as
children and young people by their very nature take risks for different reasons e.g. lack of
critical evaluation skills; lack of impulse control; part of a process of individuation and
creating an identity. It is therefore vital that we provide them with the knowledge, skills and
understanding, (appropriate to their age, ability, awareness and individual strengths and
vulnerabilities) needed to navigate through the media literate society, which now exists.

Schools also have a role in sharing information and details of good practice with parents.
This can help to reinforce the work carried out in school and ensure that young people
receive consistent and comprehensive e-safety advice. Schools need to respond to the
way young people are learning outside the classroom and develop strategies to bridge
formal and informal learning in school and at home. Parents also need e-safety advice
and support and schools can and have undertaken this through parents evenings and
information exchanges.

Our risk-averse culture and the understandable concerns of parents and other adults
make this a challenging area of work for schools. However, working closely with other
subjects (and particularly with ICT), the PSHE and citizenship curriculum can provide an
effective approach for empowering young people and supporting them in keeping safe.

The national picture
Some startling national statistics have been reported in the last few years about e-safety
including:

30% of students report having received no lessons at all on using the Internet.

! Safer Children in a Digital World (DCFS March 2008)




79% of young people use the Internet privately without their parents’ supervision.

One third of young people who go online at least once a week report having received
unwanted sexual (31%) or nasty comments (33%) via email, chat, and instant message or
text message. Only 7% of parents think their child has received such comments. 49% of
kids say that they have given out personal information whereas 5% of parents think their
child has given out such information. (Childnet, 20062)

In the UK 49% of 8-17 year-olds said they had a profile on a social networking site.

12% of 5-7 year-olds and 16% of 8-17 year-olds say they have come across harmful or
inappropriate content on the Internet in the last six months. 70% of 8-17 year-olds who
came across such content say they were at home when this happened (Ofcom, 2008%).

57% of 9-19 year-olds have come into contact with online pornography. Only 16% of
parents think that their child has seen pornography on the Internet. (Livingstone and
Bober, 2005

CEOP?® (2007) found that 25% of children and young people have met someone offline
that they first made contact with online.

37% of 11-16 year-olds have access to the Internet via a mobile (ChildWise 2008°).

Between 2002 and 2005 reports of being cyberbullied “once in a while or more often” rose
from 5.8% to 7% (Noret and Rivers 2006 study’). However there is now some national
evidence of a plateauing out since then. The same study also identified that girls were
more likely than boys to be either a victim or a perpetrator of cyberbullying and that
incidents were more likely to take place outside of school than within it.

The local picture

During recent consultations for the Children and Young People’s Plan 2008-2011, staff
identified e-safety as an emerging concern. In the autumn of 2007, Year 10 students
across East Sussex from all 27 mainstream secondary schools as well as Pupil Referral
Units and some special schools, participated in the Health Related Behaviour Survey,
which has provided information about many aspects of young people’s lifestyles. The
survey asked a number of questions about Internet use and this revealed a high
proportion of young people using ICT on a regular basis. Students were able to give this
information anonymously.

Self reported use of ICT by young people in the Health Related Behaviour %
Survey

Number of young people using the Internet at home after school during the previous | 76
evening (ranging from less than 1 hour to over 3 hours)

Number of young people using the Internet or email to chat at home after school 57
during the previous evening.

Number of young people playing computer games at home after school during the 51

% Safe to Lean — Embedding anti-bullying work in schools — (2007 DCFS)

% Ofcom’s research on Social networking 2008

4 E-society - UK children go online: Emerging opportunities and dangers (2005)
° CEOP Strategic overview 2006-7 (2007)

® Monitor report; Children and their media (Childwise 2008)

” Cyberbullying — Results of the City of York’s Stand Up for Us Conference



| previous evening (ranging from less than 1 hour to over 3 hours) |

These figures are comparable with national data and it is interesting to note that when the
same survey was carried out in 2004 only 32% of students reported using a computer the
previous day.

The East Sussex Anti-Bullying Team continues to support schools and other key partners
to respond positively to e-safety and cyberbullying. This includes: working directly to
support young people and adults who have become the targets of cyberbullying;
workshops in schools to raise young people’s awareness of e-safety and cyberbullying;
twilight training for school staff on cyberbullying; working strategically with schools to
ensure policies and procedures address prevention and intervention; and undertaking
information evenings for parents or carers to raise awareness about issues of e-safety. If
you would like to discuss any aspects of this work, please contact John Khan on tel:
01323 747081 or email: john.khan@eastsussex.gov.uk. The Anti-Bullying Team have
also produced guidance for schools which is available on Czone.

For parents, the Local Safeguarding Children Board has produced a Safe Parenting
handbook, which includes a section relating to e-safety entitled “New technology — old
problem”. This can be downloaded from
http://www.eastsussex.gov.uk/childrenandfamilies/childprotection/safeparenting/default1.h
tm. Schools and local authorities have a duty to help children and young people remain
safe when online, wherever use of the Internet occurs.

National strategies
The government action plan, which has been developed from the recommendations within
the Byron Review includes support for schools:

e the Training and Development Agency for Schools (TDA) will promote guidance
that has already been given to teacher training providers on e-safety;

e The Department for Children, Schools and Families (DCSF), drawing on advice
from Ofsted, will consider e-safety issues in all new and revised guidance to
schools, including, where appropriate, examples of good practice case studies
across the curriculum;

e the TDA will assess what changes should be made to the ICT skills test for new
teachers to include an e-safety element, and will make recommendations in
summer 2008;

e e-safety questions will be included in TDA’s summer 2009 survey of newly qualified
teachers;

e Becta, in partnership with the National Education Network, will develop and
promote a National Acceptable Use Policy (AUP) toolkit for schools by February
2009.

The DCSF have further sought to address concerns within their recent guidance
Cyberbullying — Safe to Learn; Embedding anti-bullying work in schools (DCSF 2007).
Forthcoming DCFS guidance on bullying in the community also recognises that this is
where the majority of cyberbullying originates — most specifically in young people’s homes
— and that this can frequently spill over into school.



Under the Every Child Matters (ECM) agenda, schools are being increasingly encouraged
to take a holistic view of the child rather than only embracing learning outcomes. There is
a real opportunity for schools to embrace e-safety as part of their wider role in equipping
young people with the life skills to keep themselves safe. The ‘staying safe’ outcomes for
ECM lists aims, which were written for the real world but equally, apply to the virtual world
that young people may encounter when they use technology. It is clear that to ignore e-
safety when implementing the ECM agenda would be an oversight.

Further opportunities for the promotion of e-safety messages can be found within the
National Healthy School Programme and within activities and learning opportunities
delivered through the Extended School Service.

The Qualifications and Curriculum Authority (QCA) new curriculum framework for
secondary schools, starting in 2008, gives the clearest message to schools about what
should be taught. There are explicit references to e-safety in the ICT and PSHE education
frameworks and there are also links with the citizenship curriculum. Never has there been
greater opportunity for departments to work together and in a more flexible manner to
deliver the concepts within the curriculum. Schools can now be more creative in the way
that they deliver many areas including e-safety messages through the new identified
cross-curricular links.

Opportunities exist to deliver e-safety through PSHE education under the personal well-

being strand but also the economic well-being and financial capability strand of the new

curriculum. Using technology and learning how to use it safely, enables young people to
explore the development of relationships, bullying and discrimination, accessing support,
risky behaviours and keeping safe as well as preparing for adult life.

Under the citizenship framework, young people can use the issue of e-safety to explore
values, attitudes, rights and responsibilities in related areas and understand and evaluate
how this form of media can be used both positively and negatively.

In the ICT curriculum, there is clear emphasis placed on e-safety in the renewed
secondary ICT curriculum. Alongside the expectation that pupils should use new ICT
tools as they become available is the need for them to use ICT safely and responsibly and
recognise issues of risk surrounding the use of ICT. When using digital communications,
pupils should develop an understanding of safe practices and follow them. For example,
they should be cautious about sharing personal information and viewing and uploading
digital content. They should also recognise the need to show respect towards others.
Furthermore, the study of ICT should include developing an understanding of the need to
employ safe working practices in order to minimise physical stress. For example,
adjusting seating and lighting, avoiding hazards, taking breaks, arranging hardware and
cables safely and using wrist rests and other devices where appropriate.

School policy

An e-safety policy should be designed and implemented by the wide range of
stakeholders in a school. E-safety is a child safety, not an ICT issue and as such should
not be managed primarily by the ICT team in a school. Indeed it would make sense for
the Designated Child Protection Coordinator in a school to be the e-safety representative
and take responsibility for co-ordination of the policy. Because of the relevance of the
PSHE education and citizenship curriculum to e-safety, it is important that co-ordinators of

8



these subjects are consulted about the development and review of e-safety, ICT and
Acceptable Use policies (AUPs).

According to the East Sussex ICT Strategy 2008-2011 all staff and pupils in schools
should sign an Acceptable Use policy (AUP). This should highlight the need for
responsible use of technology and that the use of computer systems without permission
or for inappropriate purposes could constitute a criminal offence under a range of
legislation: (The Computer Misuse Act 1990, The Police and Justice Act 2006, The Racial
and Religious Hatred Act 2006, Communications Act 2003, Malicious Communications
Act 1988, Copyright, Designs & Patents Act 1998, Protection from Harassment Act 1997,
Obscene Publications Acts 1959 and 1964 and The Data Protection Act 1998). Such
inappropriate purposes include: accessing the personal files of others; searching for or
sharing obscene or defamatory material; installing viruses onto the computer network.
The AUP should, in summary, highlight how staff and pupils can and cannot use the ICT
facilities.

A school’s e-safety policy should also be clearly linked to their Anti-Bullying policy,
outlining how incidents of cyberbullying are managed both in terms of support for those
targeted and potential sanctions for perpetrators and this includes staff in schools who
can become a target of cyberbullying. The 2006 Education and Inspections Act provides
guidance on sanctions including that relating to behaviour outside of school which has
clear relevance for the management of cyberbullying incidents off school premises.

- e-safety programme as part of the curriculum;

- e-safety training for staff;

- technical safeguards used such as filtering, virus prevention and monitoring;
- security of data and policy on use of mobile technologies

- management strategies to decide on the effectiveness of training, ICT use and pupils’
understanding of e-safety;

- guidelines clearly available to all on safe use of ICT;

- sanctions which could be used where ICT is not used safely;

- appropriate use of the virtual learning environment;

- management of the school website with regards to photos of pupils;

- the procedure for handling any complaints

- the procedure for when staff in schools become targets of cyberbullying.

Other school policies may also need to be cross-referenced including Behaviour and
Attendance (aspects of which may be affected by bullying) and Sex & Relationship
Education (particularly in relation to homophobia).

Training and guidance

An increasing number of pupils are using emerging technologies and putting themselves
at risk, through a lack of understanding that online activities have offline consequences.
In recent years there has been an increase in the cases of cyberbullying and online
grooming. Technology is now so pervasive that it is important that teachers have a good
understanding of the advantages and disadvantages of modern forms of communication
(social networking websites, podcasts, blogs, Wikis, mobile phones, online games, email,
texting and the Internet in general), in order to help children develop personal
responsibility. Materials from the Child Exploitation Online Protection (CEOP) centre will




be used during e-safety training that is available to schools, along with resources from the
ThinkUKnow website, which will be available to participants for downloading after the
training.

By the end of the training, it is anticipated that participants will:-

- know which current and emerging technologies are freely available;

- understand how they may be used and abused;

- be able to devise teaching programmes to raise pupils' awareness of the potential
dangers and promote safe use and personal responsibility.

For further information about this training, visit the http://www.cfbt.com/eastsussex/ to find
out when courses are available or contact Andrew Gunn (agunn@cfbt.com) of the ICT
team.

And finally...

Technology, like life itself, offers huge potential for good but alongside this are possible
dangers. It would be easy for schools to disable access to the Internet, create a walled
garden of acceptable sites and ban or disable potentially risky ICT tools, but this does not
help prepare pupils for their lives outside of school. Although filtering of websites is
essential it is important to educate students as to the possible offline consequences of
online actions. This will best be achieved through a whole-school approach to ensure that
e-safety is mainstreamed throughout the school’s teaching, learning and other practices.
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Learning outcomes planning tool

This resource uses a table format to suggest the lessons and learning outcomes that
could be delivered to each year group. Each learning outcome is referenced to the East
Sussex Sex and Relationships Education Learning Outcomes Planning Tool (2007) so
that it can be easily related to the year group that it correlates with and so that it can be
cross-referenced in past and future documents.

The table also provides hyperlinks to resources that could be used in relation to the
suggested learning outcome as well as noting where this may have been taught at a lower
level in primary schools according to the East Sussex Primary E-safety Framework
document (2008). Finally, links to the ICT new secondary national framework have also
been identified to support discussions between departments in the development of this
curriculum area as explained below.

Key Explanation

Red bold numbers Reference to PSHE education QCA new curriculum framework

e.g. 1.3a and/or citizenship framework

Black bold numbers | Reference to Sex and Relationships Learning Outcome Tool

e.g. 7.11

Blue statements ICT QCA framework reference

Y3 :lesson 1 Reference to linking work potentially carried out at KS1 and 2
within the e-safety primary guidance.

The resource also includes the new QCA secondary programmes of study for PSHE
education and ICT in relation to the e-safety curriculum for further information as well as
references for further reading in this area.

It is important to note that this is only a recommendation and it is important for schools to
make their own decisions about where and how this curriculum area is delivered in terms
of progression and sequence. This document is not a final document but provides a basis
for building the e-safety curriculum. It does not cover all possible aspects that could be
taught but recognises the most important key issues within the personal and economic
well-being frameworks of the new PSHE education curricula. Schools need to review the
suggested programmes of study and their own issues in relation to e-safety in order to
provide a relevant and up-to-date programme of study to meet the needs of their young
people and to fit the time available in the curriculum. Students should also be asked to
evaluate the activities chosen so that the programme can be reviewed.

Furthermore, the flexibility of the new curriculum should encourage discussions about who
is best placed to teach e-safety and in which curriculum area or pastoral setting, although
the importance of teaching e-safety in developing skills in regards to relationships should
not be lost.

Although teaching resources have been suggested, these are not necessarily the most
relevant to meet the needs of all young people in every school setting. Coordinators need
to review and select resources as appropriate to their setting and be aware of the new
resources that are continuously being produced and updated. All websites were accurate
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and appropriate when this guidance was written and no responsibility can be taken for any
links that have changed.

Teaching about e-safety

Teaching e-safety within PSHE education needs a clear focus upon the development of
understanding and skills with regard to relationships. As the East Sussex and Brighton
and Hove Sex and Relationship Education; Guidance for Schools (2003) states ‘High
quality teaching in SRE will make an impact on the well-being of children and young
people.” The delivery of lessons should promote: -

e Carefully planned lessons that focus on the promotion of positive relationships.

e C(Clear learning outcomes, which cover attitudes and values and not just knowledge
and understanding.

e A safe teaching and learning environment where young people feel valued and
respected by all. Information on creating a safe learning environment is available in
Appendix A.

e High quality teaching with active learning and varied strategies.

e A wide range of effectively used resources including visitors and outside agencies
where appropriate such as Sussex Police. The INSPIRE education package
delivered by Neighbourhood Support Officers (NSQOs) includes lessons in relation
to e-safety and PSHE coordinators should discuss annually what they wish their
NSOs to deliver to their young people in relation to the INSPIRE materials.

The content and type of teaching methods chosen should reflect and acknowledge what
children and young people already know with their experiences and opinions actively
sought. This should also enable meaningful discussions about feelings, relationships and
values with the teacher acting as a facilitator.

Some children may find aspects of the e-safety curriculum distressing, particularly relating
to life experiences. In some cases, this may be known to the teacher and the necessary
procedures, in line with school policy, need to be followed. However, this may not always
be the case, and best practice would be to use or revisit ground rules, to be sensitive to
any discussions and to provide one-to-one follow-up as necessary.

For further guidance on the agreed content and approaches for schools in East Sussex,
see ‘Sex and Relationship Education — Guidance for Schools’, updated and sent to all
schools in 2003 and available on the East Sussex intranet site c-zone, the National
Healthy Schools website www.healthyschools.gov.uk or directly from the PSHE Team.
This guidance was produced after consultation with head teachers, senior officers and
councillors, and multi-agency partners.

The agreed national approach to quality teaching and learning in PSHE/SRE is evident in
the National PSHE CPD handbook for teachers (2007) and is available for view at
www.pshe-cpd.com .
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Appendix B: Creating a safe learning environment

The following processes and skills have all proved to be effective in developing a safe
learning environment in which children and young people can feel confident.

Working agreements — often called ground rules. Negotiating these with the class
provides an opportunity to consider the boundaries within the classroom. It also
provides a positive message that there is going to be an environment where people
are going to behave respectfully to one another. It also reduces the risk of unintended
personal disclosure. Only limited confidentiality can be offered as part of the working
agreement. Ground rules should be referred to explicitly and displayed for reference
with opportunities to focus on particular rules and celebrate progress.

Language — this should be negotiated as part of the working agreement so that
everyone understands and is comfortable with the language used.

Offer clear boundaries — at the beginning of the session clarify what is going to happen
and what people are going to do. Explaining what you are trying to achieve allows
pupils to recognise when they have achieved the objective of the session.

Do not offer personal experiences — this can make the group feel unsafe and think that
they are expected to do the same.

Participation of pupils in the planning, delivery and monitoring of lessons ensures that
it is relevant to their needs.

Setting the agenda with pupils so that they have an opportunity to contribute to the
learning objectives helps to ensure relevance and interest.

Developing rituals — by following a similar process for each lesson pupils feel confident
in the process and therefore engage more fully with the content.

Task setting — set clear and specific tasks. For example, set clear questions to go with
a scenario rather than just asking pupils to discuss the scenario. Offer a timeframe and
be specific about the feedback required.

Be confident — by preparing well-structured activities and rehearsing responses to
more challenging questions. Know that it is acceptable/good practice to say “That’s
tricky. I'm not sure about that. We'll look into that next time”

Repetition and reinforcement — aspects of SRE should be revisited in order to
assimilate learning and develop skills.

Provide encouragement and offer positive feedback.
Use a developmental approach that begins with topics that are safe, and explores

values and attitudes once trust and cohesion have been established.
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Use distancing techniques to encourage objectivity and support confidentiality.

Be inclusive and affirm diversity. Use terms such as partner rather than girlfriend or
boyfriend. Be aware of different faith perspectives on sex and relationships, but do not
make assumptions about pupils from a particular cultural, ethnic, or religious
background. Check that resources are inclusive.

Give opportunities for reflection by using open-ended questions to allow pupils to think
about their learning. Focus on how and why things happened rather than what
happened.

Use open questions that enable discussion rather than a one-word answer, e.g. “What
do you think about/have to say about...”

Have knowledge of confidential services that can be shared with pupils.
Use pairs and small group work and / or single sex groups for part of the lesson.

Be careful that humour does not descend into banter or become an attack on
someone in the group.

Use a question box (the ‘ask it basket’) where pupils can anonymously post questions
for discussion without being clearly identified.

Challenge constructively — it is your responsibility to maintain a positive learning
environment. Challenge that is presented inappropriately or aggressively can impede
learning by alienating individuals and make them feel defensive. Similarly, prejudice
that goes unchallenged will also alienate individuals or groups and will reinforce the
prejudiced view. Challenge can be made in different ways. It may be as simple as
referring the group back to the working agreement or to school values. A challenge
could be offered implicitly by naming the prejudice or using inclusive language. The
group could also be asked ‘Why do you think some people think that?’ It may not
always be appropriate to address an issue immediately. You could make a statement
such as ‘I don’t believe that is true’ or ‘That is not an acceptable thing to say in this
school’ and move on, perhaps returning to the issue with that individual or the whole
class at an appropriate time.
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